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1. Using SFDC Authenticator

If you are currently logged into the Partner Connect Portal, please go ahead and
logout prior to setting up Multi-Factor Authentication

Step 1: Login to the Partner Portal using your username and password

OMNISSA™ | Partner Connect

Secure Partner Logir

p &,

Multi-Factor Authentication (MFA)

Critical Password Reset Required! Welcome partners to the Omnissa
Partner Connect portal

1) Your new usemame is ys20BCompany.com 209, a change from the
Previous uz2rBComoany Com v

2) Before you can login for the first time, you need to change your
password, please click ‘Forgot Password?" below to reset

3) Omnissa Outlook users, please do not open the password reset amail in
your native clent. Please open outiook n 3 web browser and access the
password reset email and follow the suggested password reset steps. If

you have please emal
fanrer supoon Romn i< com

Peprincipalemead Btest com opp

After logging in, you will be shown a page with instructions on how to download the
Salesforce authenticator application.

Note - If you choose to use a different third-party authenticator application click
on

“Choose Another Verification Method” on the bottom of the screen. More
information can be found here.
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**If you are trying to allow multiple users to login to one Partner Portal
account using the same username and password, please click here for
the browser method.

Connect Salesforce Authenticator

© 2022 Vidware. Inc. Al rghts reservec.

Step 2: Download the Salesforce application on the maobile device

> B
\
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Step 3: Open the authenticator and click on Add an Account

Salesforce Authenticator

Let's Get Started

Add an Account

Restore from Backup

A two-phrase code will be shown on the mobile app

Two-Word Phrase

[imited core

M Copy to Clipboard

Or Scan QR Code

omnissa.com Page 3 of 23



omnissar

NOTE: If you are using a group username and password and you are the first to
setup MFA, you will be the default approver for all logins using the group username
and password.

Please see the browser option below for group loggings

Step 4: Type the code in the browser and click on connect

Connect Salesforce Authenticator

limited core

© 2022 VMware, Inc. All rights reserved.

There will be a push natification which will be sent to the Mobile Device. The browser
will look as below
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[ O 0 % O @ incognito 2)

® Onine JavaScript.. ¥7 UIUXUIMASHif. JJ Cust SravanBugs  J§ Data Loader Temp. OnaDrive for Busi UATZ Al Detects  #71 Pages with Navige.

Check Your Mobile Device

Use Satesforce Authenticator 1o verify the connection to your

mytestusac@vmware com vimw test Salestorce account

© 2022 VNware, Inc. All rights reserved.

Step 5: Click on Connect to bind the device with the account.

Connect Account

We tell you when someone’s trying to access your
account data. If it's you and everything’s OK, you can
verify the activity. But if something's not right, you
can block it

Cance! Connect
—

omnissa.com Page 5 of 23



omnissar

After the connection has been made, you will see a confirmation on the mobile application

If for some reason you receive a login error message, please clear your cache and try again. If
the problem persists, try using an incognito window to login instead. If problems continue to
exist, please reach out to partner.support@omnissa.com

Account Added

You can now use Salesforce Authenticator

to authenticate activities associated with
Salesforce.

Browser will show the success message

Once this is done, you will be logged into the community.

omnissa.com Page 6 of 23


mailto:partner.support@omnissa.com

omnissar

O”“]issa' Partner Connect Q | MyCompany > | My Profile> | Parter ID

fw‘ Opportunity Registration, Pricing and Purchasing Programs » Information Source
v Partnes Connect Program Guids
You do not have data to display. Click on the title/header to learn more

B3 News »

3 Sales Resources & Tools 3

Technical Resources & Tools »

F 3

After Initial Setup: On a re-login, there will a push notification which is sent to

Products and Solutions »

your mobile device.

- 2 *» 0O @ i

Bookmarks EX AN Em VMwere PartnerConnec niine JavaScript.. %% UIUX LIft & Shift B Cusy Sraven Bugs [ Data Loader Temp. UAT2 All Defects 5™ Pages with Naviga.

vmware

Check Your Mobile Device

Use Salesforce Authenticator to approve the request to
Log In to Partner Connect

Having Trouble?

© 2022 VMware, Inc. All rights reserved.

omnissa.com Page 7 of 23



omnissar

Log In to Partner Connect

& mytestuser@vmware.com vmw.test

2 Chrome 1010

On approval, you are logged into the community

Qn]nissa" Partner Connect Q I MyCompany> | My Prafile> | Parmer ID

ograms Treining  Sales  Business Insights ncentives  Marketing

@' Opportunity Registration, Pricing and Purchasing Programs » Information Source

Partner Connect Program Guide

y learn me

You do not have data to display. Click on the title/heade

] News »

Coming Soon

] Sales Resources & Tools

Caming Soon

« Technical Resources & Tools »

Coming Soon

%) Products and Solutions %
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2. Using a Different Mobile Authenticator Application

If you choose to use a different third-party mobile authenticator application other than
Salesforce — please see below.

Step 1: Click on “Choose Another Verification Method”

Connect Salesforce Authentic: X +

« c o i # ¢+ @ ¥ 8 P % 0O @ rcognio2)

+7 Pages with Naviga.

Bookmarks B3 Al B3 vMware [J PartnerConnect-.. @ Online JavaScript.. " UIUX Lift & Shift @ Custom Labels- Tr. SravanBugs [g Data Loader Temp. OneDrive for Busi. UAT2 All Defects

@

Connect Salesforce Authenticator

For security reasons, you have to connect Salesforce
Authenticator to your account, The app sends a
notification when we need to verify your identity, and

you verify with just a tap. You can also enable location

force Authenticator from the App

Play and install it on your mobile

2. Open the app and tap to add your account
3. The app shows you a unique two-word phrase. Enter

the phrase below.

© 2022 VMware, Inc. All rights reserved.

Step 2: Select the option “Use verification codes from an authenticator app”
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® Online JavaScript..  ¥" UIUX Lift & Stit ols- Tr SravanBugs £ Data Loader Temp

\"

Choose a Verification Method

©2022 VMware, Inc. Al ights reserved.

NOTE: If you are using a group username and password and you are the first to
setup MFA, you will be the default approver for all logins using the same group
username and password. Please see the browser option below.

Step 3: Scan the generated QR code within the authenticator application and
type in the one-time password that is generated. Click connect.
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Connect an Authenticator App

If for some reason you receive a login error message, please clear your cache and try again. If
the problem persists, try using an incognito window to login instead. If problems continue to
exist, please reach out to partner.support@omnissa.com.

You will then be logged into the Partner Portal.

O”“]issa' Partner Connect

f" Opportunity Registration, Pricing and Purchasing Programs » Information Source
v Partner Connect Program Guide
You do not have data to display. Click on the title/header to learn more

E News »

3 Sales Resources & Tools 3

+ Technical Resources & Tools

F 3

omnissa.com

% Products and Solutions %
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After Initial Setup: On a re-login, all you will need to do is open the third-party
application that you chose to setup Multi-Factor Authentication with and enter in the 6-
digit totp code that is shown.

768 454

Verify Your Identity

You're trying to Log In to Partner Connect. To make sure
your Salesforce account is secure, we have to verify your

identity.

Use the authenticator app on your mobile device to

generate a verification code.

Username:

Verification Code

768454

Verify

After clicking “Verify”, you will then be logged into the Partner Portal.

omnissa.com Page 12 of 23



omnissar

3. Using A Web Browser Application (totp.app)

If multiple users are sharing one Partner Connect Portal account (not recommended), you do not
have a corporate issued mobile device to download an application to, or you are not allowed to

bring a corporate device onsite with a customer — please use this method

Step 1: Click on “Choose Another Verification Method”

Connect Salesforce Authenticator

For security reasons, you have to connect Salesforce
Authenticator to your account. The app sends a
notification when we need to verify your identity, and
you verify with just a tap. You can also enable location
services to have the app verify you automatically from
trusted locations. The app provides codes to use as an
alternate verification method.

1. Download Salesforce Authenticator from the App
Store or Google Play and install it on your mobile
device

2. Open the app and tap to add your account

3. The app shows you a unique two-word phrase. Enter
the phrase below.

Two-Word Phrase

SR —

Choose Ancther Verification Method

Step 2: Click on “Use verification codes from an authenticator app”

Choose a Verification Method

How would you like 10 werify your dentity?

U the Salevtorce Austhenticator mobile spp

Step 3: Click on “| Can’t Scan the QR Code”

omnissa.com
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Connect an Authenticator App

Connect an authenticator app that generates
verification codes. You can use the codes when we need
to verify your identity.

1. Download and install an authenticator app on your
mobile device.

2. Use the app to scan this QR code.

3. Enter the code generated by the app

Verification Code

B.‘Ck _
[ Can't Scan the QR Code

A Unique Key will then be displayed on your screen (NOTE: you do not need to use a
mobile device for this method):

omnissa.com Page 14 of 23



omnissa

Connect an Authenticator App

On your mobile device, go to the authenticator app and
enter this key.

Some versions of Salesforce Authenticator don't
support manual key entry. Use a different app, or
contact your Salesforce administrator for help.

Key

XLYLYLYISALLNULGTEZQYTQYUYNRAZ

Now enter the verification code your app displays.

Verification Code

Back

Step 4: On a separate browser window, head over to “totp.app”

€ C & towpape e @ » 0@ (e
@ TorP~
+

TOTPAPP - is 3 onfine generator of one-time passwords, based on TOTP (RFC 6238) algorithm. A web-based analog of the Google Authenticator mobile application

B . based on TOTP aigorithm, must prowide a secret key. Add this secret key to TOTPAPP The appiication name can be specified any. this field is necessary so that you understand for which particular application a one-time password is generated. if you connect a site, you can specify
the name of this site in the appication name. After appiication is added, TOTRAPP will ges pat for this 30 seconds

How 1o use: Add TOTP.APP to your browser bookmarks. When the connected appiication requests a one-time password. go 1o TOTPAPP, look at the cument one-time password for this application and ester it into needed field in the application. if the coanected application and TOTP APP used on the same device, you can simply click on the
cutrent one-time password, 1t will be copied to clipboard, then simply paste the password into the needed field of the application If the one-time password changed immediately after you copred 1, you 6o not have to copy 1 again, most appbcations take the previous one-time password for sbout 30-60 seconds

Cautiont All TOTPAPP data Is stored oaly In the memory of your browser (is not stored on our server). When you clear browser cache of reinstall browser, all yout dsta on TOTPAPP will be efeted. Do not forget 10 save your sectet keys in 8 safe place and make thes backup coples so that If necessary, you Can festore your applications 1o
TOTPAPP

Cautiont The TOTP algorithm is tied 1o the current time. TOTPAPP will generate the cotrect one-time passwords coly If the time on your device (s set correctly

Restoring applications from backup i replaces names of existing applicatioes, adds missing applications, and does not delete anything
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Step 5: Click on the “Add” button on the top left of your screen

@ TOTP~"

Add

Step 6: Enter in the Unique Key that was displayed on your Partner Portal page, then click
“Add”

New application

XLY4Y4YJSA4ANUAGTEZQY7QYUYNRAL

Viware

HE NN

Your Partner Portal account will now be connected to the totp.app website.
A temporary one-time password (totp) will be displayed on the top left of your screen.
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575833

Step 7: Please enter in this passcode on your Partner Portal window and click connect.

Connect an Authenticator App

On your mobile device, go to the authenticator app and
enter this key.

Some versions of Salesforce Authenticator don't
support manual key entry. Use a different app, or
contact your Salesforce administrator for help.

Key

XLYAYAYISALLNULGTEZQYTQYUYNRAZ

Now enter the verification code your app displays.

Verification Code

575833

You will then be logged into the Partner Portal:
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OMNISSA”  Partner Connect

Q | MyCompany> | My Profie> | Partmer ID
Partner Progrsms  Training  Seles  Business Insights  Incentives  Marketing  Products  Solutions  Cloud Portale
o @
(-} A4 .
My Profile My Training Partner Loca - Account/Program Mansgement
@ Opportunity Registration, Pricing and Purchasing Programs » Information Source
Pary -

‘You do not have data to display. Click on the title/header to learn more.

EJ News »

Coming Seon

[ Sales Resources & Tools 3

Coming Soon

a,j? Technical Resources & Tools 3

Coming 5000

@ Products and Solutions »

After Initial Setup: On a re-login, all you will need to do is enter in the totp that is
generated on totp.app.

Step 1: Login to your Partner Portal account

Verify Your Identity

You're trying to Log In to Partner Connect. To make sure
your Salesforce account is secure, we have to verify your
identity.

Use the authenticator app on your mobile device to

generate a verification code.

Username:

Verification Code
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Step 2: Head over to totp.app and copy the totp that is displayed

@ TOTP~*

142299

VMware

Step 3: Enter the totp into your Partner Portal and click “Verify”

Verify Your Identity

You're trying to Log In to Partner Connect. To make sure
your Salesforce account is secure, we have to verify your

identity.

Use the authenticator app on your mobile device to
generate a verification code.

Username:

Verification Code

142299

You will then be logged into the Partner Portal:
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Qn]nissa Partner Connect Q | MyCompany3 | My Profiles | Parter ID

Partner Programs Training  Sales  Business Insights ncentives  Marketing  Products

» M, =] Par Lec:
'@' Opportunity Registration, Pricing and Purchasing Programs » Information Source
Partner Connest Progrom Gude
You do not have data to display. Click on the title/header to learn more.
EJ News »
Comr 500N

3 Sales Resources & Tools

Coming Soon

4 Technical Resources & Tools »

{*) Products and Solutions »

If you are sharing a Partner Portal account, please share the Unique Key with other users
and they will be able to enter in the same key on their browser on the totp.app website.
They will be able to login to the Partner Portal using their browser once they have the
unique key. NOTE: This is not a recommended method. Be careful who you share the
key with as your account contains sensitive data.

To find the Unique Key once again, please go back to the totp.app website.

Click on the 3 lines displayed with your current totp:

203076 =

vivwais Configure or move
]

Click “Show secret’:
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Configure

VMware

Bl R R R R R AR R RN
(N NN

|

Your Unique Key will then be displayed. Please share this key with any users who
also need to login to the Partner Portal account:

Configure

VMware

(eSSBS EEEED
EeEEm

[ ]

Hide secret

XLY4Y4YISA44NU4GTEZQYTQYUYNRAZ
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4. Frequently Asked Questions

Q. Who should | contact if | am having problems logging into the Partner Portal using
Multi- Factor Authentication (MFA)?

A: Please reach out to partner.support@omnissa.com if there are any issues logging in.

Q. Will all users need to use MFA when logging in?

A: Yes. If you are currently a partner that has an account in the Partner Portal, you
will need to use MFA when logging in.

Q. Do | need to enter a phrase every time | login using SFDC Authenticator?

A: You will only need to enter in a phrase on your first login using the SFDC
Authenticator. After your initial setup, you will only need to approve or deny the login
request on your mobile device.

Q. What is the purpose of MFA?

A: Using MFA adds a second layer of protection for your sensitive data. The first
being your username and password when logging into the Partner Portal, the second
being a third- party authenticator app. We want to be sure sensitive data stays secure
and is only visible to those who have access to view it.

Q. Does the mobile device | have matter when using the authenticator?

A: Authenticators will work on both iPhone and Android devices. If you do not have a
device that fits these parameters, please use our browser option.

Q. Do | need to use a specific authenticator when logging into the Partner Portal?

A: Salesforce Multi-Factor Authentication (MFA), Google MFA, and Microsoft MFA
are our recommended mobile authenticators to use when using a mobile application.
If you are using the browser option, please use totp.app.

Q: If  am using a group username and password to access the partner portal, how
does this impact me?

A: If you have multiple users leveraging the same username and password to access
the portal, you will need to either designate one user to approve all attempted
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logins through their mobile device OR use the browser option (totp.app) to allow group
logins. If for some reason that user leaves the company, changes their mobile device,

loses their device, or you lose the unigue key to your account when using the browser
option - reach out to partner.support@omnissa.com for a MFA reset.

Q: What should | do if | receive a login error message when trying to connect
my authentication application with my partner account?

A: If for some reason you receive a login error message, please clear your cache,
and try again. If the problem persists, try using an incognito window to login instead. If
problems continue to exist, please reach out to partner.support@omnissa.com
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